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(57) ABSTRACT

A computer-implemented method includes determining, at a
set-top box device, positioning data associated with a location
of the set-top box device. The computer-implemented
method includes determining whether the set-top box device
is authorized to receive media content at the location. The
computer-implemented method also includes receiving the
media content via a wireless transmission from a residential
gateway when the set-top box device is authorized to receive
the media content at the location.
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1
SYSTEM AND METHOD TO DETERMINE AN
AUTHORIZATION OF A WIRELESS SET-TOP
BOX DEVICE TO RECEIVE MEDIA
CONTENT

FIELD OF THE DISCLOSURE

The present disclosure is generally related to determining
an authorization of a wireless set-top box device to receive
media content.

BACKGROUND

Emerging wireless transmission technologies may enable a
residential gateway to wirelessly transmit media content,
such as video content, to a set-top box device. By doing so, the
set-top box device may receive media content without the
set-top box device being coupled to the residential gateway
via a cable. However, when a residential gateway is used to
wirelessly transmit media content to a set-top box device, an
unauthorized set-top box device that is within a broadcast
range of the residential gateway may receive the wirelessly
transmitted media content.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a first particular embodiment
of'asystem to determine an authorization of a wireless set-top
box device to receive media content;

FIG. 2 is a block diagram of a second particular embodi-
ment of a system to determine an authorization of a wireless
set-top box device to receive media content;

FIG. 3 is a block diagram of a third particular embodiment
of'asystem to determine an authorization of a wireless set-top
box device to receive media content;

FIG. 4 is a flow diagram of a first particular embodiment of
a method to determine an authorization of a wireless set-top
box device to receive media content;

FIG. 5 is a flow diagram of'a second particular embodiment
of a method to determine an authorization of a wireless set-
top box device to receive media content;

FIG. 6 is a flow diagram of a third particular embodiment of
a method to determine an authorization of a wireless set-top
box device to receive media content; and

FIG. 7 is a block diagram of an illustrative embodiment of
a general computer system.

DETAILED DESCRIPTION

In a particular embodiment, a computer-implemented
method includes determining, at a set-top box device, posi-
tioning data associated with a location of the set-top box
device. The computer-implemented method includes deter-
mining whether the set-top box device is authorized to receive
media content at the location. The computer-implemented
method also includes receiving the media content via a wire-
less transmission from a residential gateway when the set-top
box device is authorized to receive the media content at the
location.

In another particular embodiment, a residential gateway
includes a receiver to receive a device identifier of a set-top
box device and to receive positioning data from the set-top
box device having a Global Positioning System (GPS)
receiver. The positioning data identifies a location of the
set-top box device. The residential gateway also includes an
authorization module to determine whether the set-top box
device is authorized to receive media content from the resi-
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dential gateway based on the device identifier and based on
the location. The residential gateway further includes a trans-
mitter to transmit the media content wirelessly to the set-top
box device when the authorization module determines that
the set-top box device is authorized to receive the media
content.

In another particular embodiment, an authorization server
includes a processor and a computer-readable storage
medium including operational instructions that, when
executed by the processor, cause the authorization server to
receive positioning data from a residential gateway. The posi-
tioning data identifies a location of a set-top box device hav-
ing a Global Positioning System (GPS) receiver. The com-
puter-readable storage medium further includes operational
instructions that, when executed by the processor, cause the
authorization server to determine whether the set-top box
device is authorized to access media content at the location.
The computer-readable storage medium further includes
operational instructions that, when executed by the processor,
cause the authorization server to send a message to the resi-
dential gateway instructing the residential gateway to prevent
transmission of the media content to the set-top box device
when the set-top box device is not authorized to access the
media content at the location.

Referring to FIG. 1, a block diagram of a first particular
embodiment of a system to determine an authorization of a
wireless set-top box device to receive media content is
depicted and generally designated 100. The system 100
includes a residential gateway 102, an authorization server
104, and a media content server 108 coupled to a network
106. The residential gateway 102 may communicate with a
set-top box device 110 via a wireless transmission 124.

The media content server 108 may store media content 122
and send the media content 122 to the residential gateway 102
via the network 106. The media content 122 may include
audio content, video content, video-on-demand content,
other media content, or any combination thereof. For
example, the video content may include television program
content, movie content, video-on-demand content, and pay-
per-view content.

The residential gateway 102 may receive the media content
122 from the media content server 108 via the network 106.
For example, the network 106 may be an Internet Protocol
Television (IPTV) network that transports audio and video
files from the media content server 108 to the residential
gateway 102. The residential gateway 102 may transmit the
media content 122 to the set-top box device 110 via the
wireless transmission 124 when the set-top box device 110 is
authorized to receive the media content 122 at a location 118
of the set-top box device 110. For example, the wireless
transmission 124 may use a wireless protocol, such as an
802.11 wireless protocol, a High Definition Multimedia
Interface (HDMI) wireless protocol, a High Definition (HD)
wireless protocol, other wireless protocol, or any combina-
tion thereof.

The authorization server 104 may include a subscriber
database 170 containing account information associated with
subscribers to at least a portion of the media content 122.
When the set-top box device 110 is not authorized to receive
the media content 122 at the location 118, the authorization
server 104 may receive payment information 130 from the
set-top box device 110 via the residential gateway 102. In
response to receiving the payment information 130, the
authorization server 104 may update the subscriber database
170. The authorization server 104 may send authorization
data 132 to the set-top box device 110 via the residential
gateway 102 indicating that the set-top box device 110 is
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authorized to receive the media content 122 at the location
118. The set-top box device 110 may receive the authoriza-
tion data 132 and store the authorization data 132 at the
set-top box device 110. The authorization data 132 may iden-
tify particular portions of the media content that the set-top
box device 110 may receive at the location 118. For example,
the authorization data 132 may indicate whether the set-top
box device 110 has a bronze-level subscription type, a silver-
level subscription type, or a gold-level subscription type. The
bronze-level subscription type may enable the set-top box
device 110 to receive a set of basic media content, the silver-
level subscription type may enable the set-top box device 110
to receive the set of basic channels and some premium media
content, and the gold-level subscription type may enable the
set-top box device 110 to receive the set of basic channels and
all the premium media content.

The set-top box device 110 may receive the media content
122 from the residential gateway 102 via the wireless trans-
mission 124 when the set-top box device 110 is authorized to
receive the media content 122 at the location 118. The set-top
box device 110 may send the received media content 122 to a
display device 114 that is coupled to the set-top box device
110. A remote control device 116 may be used to wirelessly
interact with the set-top box device 110. A Global Positioning
System (GPS) receiver 112 is coupled to the set-top box
device 110 to provide the positioning data 120 associated
with the set-top box device 110. The positioning data 120 may
enable the set-top box device 110 to determine whether the
set-top box device 110 is authorized to receive the media
content 122 at the location 118.

In operation, the set-top box device 110 may receive posi-
tioning data 120 associated with the location 118 of the set-
top box device. The positioning data 120 may be received
from the GPS receiver 112. In a particular embodiment, the
GPS receiver 112 is integrated into the set-top box device 110.
The set-top box device 110 may determine whether the set-
top box device 110 is authorized to receive the media content
122 at the location 118. When the set-top box device 110 is
authorized to receive the media content 122 at the location
118, the set-top box device 110 may receive the media content
122 via the wireless transmission 124. The set-top box device
110 may send the media content 122 to the display device 114
for display at the display device 114.

When the set-top box device 110 is not authorized to
receive the media content 122 at the location 118, the set-top
box device 110 may disable reception of the media content
122 at the set-top box device 110. In addition, the set-top box
device 110 may display a message 126. The message 126 may
indicate that the set-top box device 110 is not authorized to
receive the media content 122 at the location 118 (e.g. “This
device is not authorized to receive media content at this loca-
tion.”). The set-top box device 110 may send an ofter 128 to
the display device 114 when the set-top box device 110 is not
authorized to receive the media content 122 at the location
118. The offer 128 may be an offer to purchase an authoriza-
tion to access the media content 122 at the location 118. In
response to displaying the offer 128 at the display device 114,
the set-top box device 110 may send payment information
130 to the residential gateway 102 to purchase authorization
to access the media content 122. The set-top box device 110
may receive the payment information 130 via the remote
control device 116. The set-top box device 110 may receive
the authorization data 132 from the residential gateway 102
after the set-top box device 110 sends the payment informa-
tion 130 to the residential gateway 102.

In a particular embodiment, the residential gateway 102
may send the payment information 130 to the authorization
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4

server 104. The authorization server 104 may modify the
subscriber database 170 to indicate that the set-top box device
110 is authorized to receive the media content 122 at the
location 118. The authorization server 104 may send the
authorization data 132 to the residential gateway 102. The
authorization data 132 may indicate that the set-top box
device 110 is authorized to receive the media content 122 at
the location 118. In a particular embodiment, the residential
gateway 102 may send the authorization data 132 to the
set-top box device 110. The set-top box device 110 may store
the authorization data 132 at the set-top box device 110. The
set-top box device 110 may receive the media content 122 via
the wireless transmission 124 from the residential gateway
102 after the set-top box device 110 sends the payment infor-
mation 130 to the residential gateway 102.

Thus, the positioning data 120 can be used by the set-top
box device 110 to determine whether the set-top box device
110 is authorized to receive the media content 122 at the
location 118. The system 100 may be used to enable a pro-
vider of the media content 122 to prevent the set-top box
device 110 from receiving the media content 122 when the
set-top box device 110 is not authorized to receive the media
content 122 at the location 118. In addition, the provider of
the media content 122 can present the offer 128 to enable an
unauthorized user to purchase an authorization to receive the
media content 122 at the location 118.

Referring to FIG. 2, a block diagram of a second particular
embodiment of a system to determine an authorization of a
wireless set-top box device to receive media content is
depicted and generally designated 200. The system 200
includes a residential gateway 202, an authorization server
204, and a media content server 208 coupled to an Internet
Protocol (IP) network 206. The residential gateway 202 may
communicate with a set-top box device 210 via a wireless
transmission 224.

The media content server 208 may store media content 222
and send the media content 222 to the residential gateway 202
via the IP network 206. The media content 222 may include
audio content, video content, video-on-demand content,
other media content, or any combination thereof. For
example, the video content may include television program
content, movie content, video-on-demand content, and pay-
per-view content.

The residential gateway includes a receiver 240, a proces-
sor 242, a transmitter 244, an Internet Protocol (IP) interface
246, and a memory 248. The memory 248 includes an autho-
rization module 250. The residential gateway 202 may
receive the media content 222 from the media content server
208 via the IP network 206. The receiver 240 may receive
various data, such as positioning data 220, from the set-top
box device 210. The processor 242 may execute operational
instructions, such as the authorization module 250, stored at
the memory 248 to perform various functions of the residen-
tial gateway 202.

The transmitter 244 may transmit data, such as the media
content 222, to the set-top box device 210 via the wireless
transmission 224. The IP interface 246 may transmit and
receive data packets, such as the media content 222, via the IP
network 206. The authorization module 250 may determine
whether the set-top box device 210 is authorized to receive a
portion of the media content 222 at a location 218. For
example, the authorization module 250 may receive the posi-
tioning data 220 identifying the location 218 of the set-top
box device 210. The authorization module 250 may compare
the positioning data 220 to authorization data 232 stored at the
memory 248 to determine whether the set-top box device 210
is authorized to receive a potion of the media content 222 at
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the location 218. The authorization data 232 may identify
particular portions of the media content that the set-top box
device 210 may receive at the location 218. For example, the
authorization data 232 may indicate whether the set-top box
device 210 is authorized to receive a set of basic media con-
tent, a portion of premium media content, other media content
or any combination thereof. The authorization module 250
may instruct the transmitter 244 to transmit the media content
222 to the set-top box device 210 when the set-top box device
210 is authorized to receive the media content 222 at the
location 218. The authorization module 250 may instruct the
transmitter 244 to prevent the set-top box device 210 from
receiving the media content 222 when the set-top box device
210 is not authorized to receive the media content 222 at the
location 218.

The set-top box device 210 may receive the media content
222 from the residential gateway 202 via the wireless trans-
mission 224 when the set-top box device 210 is authorized to
receive the media content 222 at the location 218. The set-top
box device 210 may send the received media content 222 to a
display device 214 that is coupled to the set-top box device. A
Global Positioning System (GPS) receiver 212 may be
coupled to the set-top box device to provide the positioning
data 220 associated with the set-top box device 210. In a
particular embodiment, the GPS receiver 212 may be inte-
grated with the set-top box device 210. The positioning data
220 may enable the residential gateway 202 to determine the
location 218 of the set-top box device 210. A device identifier
234 that uniquely identifies the set-top box device 210 from
other devices may be stored at the set-top box device 210. For
example, the device identifier 234 may be a Media Access
Control (MAC) address of the set-top box device 210.

In operation, the receiver 240 may receive the device iden-
tifier 234 and the positioning data 220 from the set-top box
device 210. The authorization module 250 may determine
which portions of the media content 222 the set-top box
device 210 is authorized to receive at the location 218 based
on the device identifier 234 and based on the positioning data
220. The authorization module 250 may instruct the transmit-
ter 244 to transmit particular portions of the media content
222 to the set-top box device 210 when the set-top box device
210 is authorized to receive the particular portions of the
media content 222 at the location 218. The authorization
module 250 may instruct the transmitter 244 to prevent trans-
mission of the media content 222 to the set-top box device
210 when the set-top box device 210 is not authorized to
receive the media content 222 at the location 218. In a par-
ticular embodiment, the transmitter 244 may prevent trans-
mission of the media content 222 to the set-top box device
210 by instructing the set-top box device 210 to disable recep-
tion of the media content 222. In another particular embodi-
ment, the transmitter 244 may prevent transmission of the
media content 222 to the set-top box device 210 by addressing
the wireless transmission 224 to addresses (e.g. device iden-
tifiers) associated with authorized devices. To illustrate, the
wireless transmission 224 may include a device identifier of
an authorized device and exclude device identifiers of unau-
thorized devices. When the set-top box device 210 is not
authorized to receive the media content 222, the residential
gateway 202 may exclude the device identifier 252 from the
wireless transmission 224. The set-top box device 210 may
prevent the media content 222 from being displayed at the
display device 214 because the wireless transmission 224
does not include the device identifier 252. In yet another
particular embodiment, the transmitter 244 may prevent
transmission of the media content 222 to the set-top box
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device 210 by encrypting the wireless transmission 224 using
a key that is known to authorized devices but not known by
unauthorized devices.

The authorization module 250 may transmit to the set-top
box device 210 an offer 228 to purchase authorization to
access the media content 222 at the location 218. The offer
228 may include an offer of a time-limited trial period in
which the set-top box device 210 is enabled to receive at least
aportion of the media content 222. For example, the offer 228
may enable the set-top box device 210 to receive a particular
set of programming channels for a specific period of time,
such as one week, after which the trial expires.

Thus, the residential gateway 202 may use the positioning
data 220 and the device identifier 252 from the set-top box
device 210 to determine whether the set-top box device 210 is
authorized to receive the media content 222 at the location
218. The residential gateway 202 may prevent the set-top box
device 210 from receiving the media content 222 when the
set-top box device 210 is not authorized to receive the media
content 222 at the location 218. In addition, a provider of the
media content 222 may present the offer 228 to enable an
unauthorized user to purchase an authorization to receive the
media content 222 at the location 218.

Referring to FIG. 3, a block diagram of a third particular
embodiment of a system to determine an authorization of a
wireless set-top box device to receive media content is
depicted and generally designated 300. The system 300
includes a residential gateway 302, an authorization server
304, and a media content server 308 coupled to a network
306. Theresidential gateway may communicate with a set-top
box device 310 via a wireless transmission 324.

The media content server 308 may store media content 322
and send the media content 322 to the residential gateway 302
via the network 306. The media content 322 may include
audio content, video content, video-on-demand content,
other media content, or any combination thereof. For
example, the video content may include television program
content, movie content, video-on-demand content, and pay-
per-view content.

The residential gateway 302 may receive the media content
322 from the media content server 308 via the network 306. In
a particular embodiment, the network 306 is an Internet Pro-
tocol Television (IPTV) network. The residential gateway
302 may transmit the media content 322 to the set-top box
device 310 via the wireless transmission 324 when the set-top
box device 310 is authorized to receive the media content 322
at a location 318 of the set-top box device 310. For example,
the wireless transmission 324 may use a wireless protocol,
such as an 802.11 wireless protocol, a High Definition Mul-
timedia Interface (HDMI) wireless protocol, a High Defini-
tion (HD) wireless protocol, another wireless protocol, or any
combination thereof. The residential gateway 302 may
receive positioning data 320 from the set-top box device 310
and send the positioning data 320 to the authorization server
304 to determine whether the set-top box device 310 is autho-
rized to receive the media content 322 at the location 318.

The authorization server 104 includes a processor 350 and
a memory 352. The memory 352 includes instructions 342,
and an account record 348. The account record 348 may
include account information associated with a particular sub-
scriber, such as an account location 319. The instructions 342
may be executable by the processor 350 to determine whether
the set-top box device 310 is authorized to receive the media
content 322 at the location 318. The authorization server 304
may determine whether the set-top box device 310 is autho-
rized to receive the media content 322 at the location 318
using the account record 348 and the account location 319.
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The authorization server 304 may instruct the residential
gateway 302 to transmit the media content 322 via the wire-
less transmission 324 when the set-top box device 310 is
authorized to receive the media content 322 at the location
318. The authorization server 304 may instruct the residential
gateway 302 to prevent transmission of the media content 322
when the set-top box device 310 is not authorized to receive
the media content 322 at the location 318.

The set-top box device 310 may send the received media
content 322 to a display device 314 that is coupled to the
set-top box device 310. A positioning device 312 is coupled to
the set-top box device 310 to provide the positioning data 320
associated with the set-top box device 310. In a particular
embodiment, the positioning device 312 is a Global Position-
ing System (GPS) device. The positioning data 320 may
enable the authorization server 304 to determine whether the
location 318 of the set-top box device 310 is approximately
the same as the account location 319 associated with the
account record 348.

In operation, the positioning data 320 may be sent from the
positioning device 312 to the authorization server 304 via the
residential gateway 302. The positioning device 312 may be a
Global Positioning System (GPS) receiver or other type of
positioning device that is capable if providing the position
data 320. The positioning data 320 may identify the location
318 of the set-top box device 310. The authorization server
304 may determine whether the set-top box device 310 is
authorized to receive at least a portion of the media content
322 atthe location 318. For example, the authorization server
304 may determine whether the set-top box device 310 is
authorized to receive the media content 322 at the location
318 by determining whether the location 318 identified by the
positioning data 320 is approximately the same as the account
location 319 associated with the account record 348. The
authorization server 304 may determine which particular por-
tions of the media content 322 the set-top box device 310 is
authorized to receive at the location 318 based on the account
record 348. The authorization server 304 may instruct the
residential gateway 302 to transmit the media content 322 to
the set-top box device 310 when the location 318 is approxi-
mately the same as the account location 319.

The authorization server 304 may instruct the residential
gateway 302 to prevent transmission of the media content 322
to the set-top box device 310 when the location 318 is not
approximately the same as the account location 319. The
authorization server 304 may send a message 326 to the
set-top box device 310 for display at the display device 314.
The message 326 may indicate that the set-top box device 310
is not authorized to receive the media content 322 at the
location 318. The message 326 may provide information
regarding an offer to purchase an authorization to receive the
media content 322 at the location 318. When a user indicates
a desire to accept the offer, the set-top box device 310 may
send payment information 328 to the authorization server
304. The authorization server 304 may receive the payment
information 328 to purchase the authorization to receive the
media content 322 at the location 318. In response, the autho-
rization server 304 may create or modify the account record
352 to indicate that the set-top box 310 is authorized to
receive the media content 322 at the location 318. The autho-
rization server 304 may send an authorization message 332 to
the residential gateway 302 authorizing the residential gate-
way 302 to send the media content 322 to the set-top box
device 310 via the wireless transmission 324.

Thus, the authorization server 304 may use the positioning
data 320 to determine whether the set-top box device 310 is
authorized to receive the media content 322 at the location
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318. By doing so, a provider of the media content 322 can
prevent the set-top box device 310 from receiving the media
content 322 when the set-top box device 310 is not authorized
to receive the media content 322 at the location 318. In addi-
tion, the provider of the media content 322 can receive the
payment information 328 and enable an unauthorized user to
purchase an authorization to receive the media content 322 at
the location 318.

FIG. 4 is a flow diagram of a first particular embodiment of
a method to determine an authorization of a wireless set-top
box device to receive media content. The method may be
performed by the set-top box device 110 of F1G. 1, the set-top
box device 210 of FIG. 2, or the set-top box device 310 of
FIG. 3.

Positioning data associated with a location of a set-top box
device is received at a set-top box device, at 402. Moving to
404, a determination is made whether the set-top box device
is authorized to receive media content at the location. For
example, in FIG. 1, the set-top box device 110 may receive the
positioning data 120 and determine whether the set-top box
device 110 is authorized to receive the media content 122.
When the set-top box device is authorized to receive the
media content at the location, the media content is received
via a wireless transmission from the residential gateway, at
406. For example, in FIG. 1, the set-top box device 110 may
receive the media content 122 from the residential gateway
102 when the set-top box device 110 is authorized to receive
the media content 122 at the location 118. When the set-top
box device is not authorized to receive the media content at
the location, the media content is not received from the resi-
dential gateway, at 408. Advancing to 410, an offer to pur-
chase an authorization to access the media content is sentto a
display device when the set-top box device is not authorized
to receive the media content at the location. Continuing to
412, payment information may be sent to the residential gate-
way to purchase the authorization to access the media con-
tent. Moving to 414, the media content may be received from
the residential gateway after receiving the payment informa-
tion. For example, in FIG. 1, the set-top box device 110 may
display the message 126 and the offer 128 at the display
device 114. The set-top box device 110 may send the payment
information 130 to the residential gateway 102. In response,
the residential gateway 102 may send the media content 122
to the set-top box device 110 for display at the display device
114. The method ends at 416.

Thus, a set-top box device may receive positioning data to
determine whether the set-top box device is authorized to
receive media content at a particular location of the set-top
box device. The set-top box device may receive the media
content when the set-top box device is authorized to receive
the media content at the particular location. The set-top box
device may receive and display an offer to purchase an autho-
rization to receive the media content when the set-top box
device is not authorized to receive the media content at the
particular location. In this way, a provider of the media con-
tent can prevent an unauthorized set-top box device from
receiving the media content.

FIG. 5 is a flow diagram of a second particular embodiment
of a method to determine an authorization of a wireless set-
top box device to receive media content. The method may be
performed by the residential gateway 102 of FIG. 1, the
set-top box device 210 of FIG. 2, or the set-top box device 310
of FIG. 3.

A device identifier of a set-top box device is received, at
502. The set-top box device has a Global Positioning System
(GPS) receiver. Moving to 504, positioning data is received
from the set-top box device. The positioning data identifies a
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location of the set-top box device. Continuing to 506, a deter-
mination is made whether the set-top box device is authorized
to receive media content from a residential gateway based on
the device identifier and based on the location. For example,
in FIG. 2, the residential gateway 202 may determine whether
the set-top box device 210 is authorized to receive the media
content 222 at the location 218 based on the positioning data
220 and the device identifier 234. When the set-top box device
is authorized to receive the media content, the media content
is wirelessly transmitted to the set-top box device, at 508. For
example, in FIG. 2, the authorization module 250 may
instruct the transmitter 244 to transmit the media content 222
to the set-top box device 210 after determining that the set-top
box device 210 is authorized to receive the media content 222
at the location 218. The media content is received from a
media content server via an IP network. When the set-top box
device is not authorized to receive the media content, the
media content is prevented from being wirelessly transmitted
to the set-top box device, at 510. For example, in FIG. 2, the
authorization module 250 may instruct the transmitter 244 to
prevent transmission of the media content 222 to the set-top
box device 210 after determining that the set-top box device
210 is not authorized to receive the media content 222 at the
location 218. The method ends at 512.

Thus, a residential gateway may receive a device identifier
and positioning data associated with a set-top box device to
determine whether the set-top box device is authorized to
receive media content at a particular location. The residential
gateway may wirelessly transmit the media content to the
set-top box device after the residential gateway determines
that the set-top box device is authorized to receive the media
content at the particular location. In this way, a provider of the
media content can ensure that an unauthorized set-top box
device does not receive the media content.

FIG. 6 is a flow diagram of a third particular embodiment of
a method to determine an authorization of a wireless set-top
box device to receive media content. The method may be
performed by the authorization server 104 of FIG. 1, the
authorization server 204 of F1G. 2, or the authorization server
304 of FIG. 3.

Positioning data from a residential gateway is received, at
602. The positioning data identifies a location of a set-top box
device having a Global Positioning System (GPS) receiver.
Moving to 604, a determination is made whether the set-top
box device is authorized to access media content at the loca-
tion. For example, in FIG. 3, the authorization server 304 may
determine whether the set-top box device 310 is authorized to
access the media content 322 at the location 318. When the
set-top box device is not authorized to access the media
content at the location, a message is sent to the residential
gateway instructing the residential gateway to prevent trans-
mission of the media content to the set-top box device, at 606.
For example, in FIG. 3, the authorization server 304 may
instruct the residential gateway 302 to prevent transmission of
the media content 322 to the set-top box device 310 when the
set-top box device 310 is not authorized to receive the media
content 322 at the location 318. Proceeding to 608, payment
information is received from the set-top box device via the
residential gateway. Continuing to 610, an account record is
created indicating that the set-top box device is authorized to
access the media content at the location. When the set-top box
device is authorized to access the media content at the loca-
tion, a message is sent to the residential gateway authorizing
the residential gateway to transmit the media content wire-
lessly to the set-top box device, at 612. For example, in FIG.
3, the authorization server 304 may instruct the residential
gateway 302 to transmit the media content 322 to the set-top
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box device 310 when the set-top box device 310 is authorized
to receive the media content 322 at the location 318. The
method ends at 614.

Thus, an authorization server may determine whether an
set-top box device is authorized to receive media content at a
particular location and may instruct the residential gateway to
present prevent transmission of the media content when the
set-top box device is not authorized to access the media
content at the location. In this way, a provider of the media
content can ensure that an unauthorized set-top box device
does not receive the media content.

Referring to FIG. 7, an illustrative embodiment of a general
computer system is shown and is designated 700. The com-
puter system 700 can include a set of instructions that can be
executed to cause the computer system 700 to perform any
one or more of the methods or computer based functions
disclosed herein. The computer system 700, or any portion
thereof, may operate as a standalone device or may be con-
nected, e.g., using a network, to other computer systems or
peripheral devices.

In a networked deployment, the computer system 700 may
operate in the capacity of a set-top box device, a residential
gateway, or a server, such as an authorization server or a
media content server as discussed above with reference to
FIG. 1-3. The computer system 700 can also be implemented
as or incorporated into various devices, such as a personal
computer (PC), a tablet PC, a personal digital assistant
(PDA), a mobile device, a palmtop computer, a laptop com-
puter, a desktop computer, a communications device, a wire-
less telephone, a personal trusted device, a web appliance, or
any other machine capable of executing a set of instructions
(sequential or otherwise) that specify actions to be taken by
that machine. In a particular embodiment, the computer sys-
tem 700 can be implemented using electronic devices that
provide voice, video or data communication. Further, while a
single computer system 700 is illustrated, the term “system”
shall also be taken to include any collection of systems or
sub-systems that individually or jointly execute a set, or mul-
tiple sets, of instructions to perform one or more computer
functions.

As illustrated in FIG. 7, the computer system 700 may
include a processor 702, e.g., a central processing unit (CPU),
a graphics-processing unit (GPU), or both. Moreover, the
computer system 700 can include a main memory 704 and a
static memory 706 that can communicate with each other via
a bus 708. As shown, the computer system 700 may further
include a video display unit 710, such as a liquid crystal
display (LCD), an organic light emitting diode (OLED), a flat
panel display, a solid-state display, or a cathode ray tube
(CRT). Additionally, the computer system 700 may include
an input device 712, such as a keyboard, and a cursor control
device 714, such as a mouse. The computer system 700 can
also include a disk drive unit 716, a signal generation device
718, such as a speaker or remote control, and a network
interface device 720.

In a particular embodiment, as depicted in FIG. 7, the disk
drive unit 716 may include a computer-readable medium 722
in which one or more sets of instructions 724, e.g. software,
can be embedded. Further, the instructions 724 may embody
one or more of the methods or logic as described herein. In a
particular embodiment, the instructions 724 may reside com-
pletely, or at least partially, within the main memory 704, the
static memory 706, and/or within the processor 702 during
execution by the computer system 700. The main memory
704 and the processor 702 also may include computer-read-
able media.
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In an alternative embodiment, dedicated hardware imple-
mentations, such as application specific integrated circuits,
programmable logic arrays and other hardware devices, can
be constructed to implement one or more of the methods
described herein. Applications that may include the apparatus
and systems of various embodiments can broadly include a
variety of electronic and computer systems. One or more
embodiments described herein may implement functions
using two or more specific interconnected hardware modules
or devices with related control and data signals that can be
communicated between and through the modules, or as por-
tions of an application-specific integrated circuit. Accord-
ingly, the present system encompasses software, firmware,
and hardware implementations.

In accordance with various embodiments of the present
disclosure, the methods described herein may be imple-
mented by software programs executable by a computer sys-
tem. Further, in an exemplary, non-limited embodiment,
implementations can include distributed processing, compo-
nent/object distributed processing, and parallel processing.
Alternatively, virtual computer system processing can be
constructed to implement one or more of the methods or
functionality as described herein.

The present disclosure contemplates a computer-readable
medium that includes instructions 724 or receives and
executes instructions 724 responsive to a propagated signal,
so that a device connected to a network 726 can communicate
voice, video or data over the network 726. Further, the
instructions 724 may be transmitted or received over the
network 726 via the network interface device 720.

While the computer-readable medium is shown to be a
single medium, the term “computer-readable medium”
includes a single medium or multiple media, such as a cen-
tralized or distributed database, and/or associated caches and
servers that store one or more sets of instructions. The term
“computer-readable medium” shall also include any tangible
storage medium that is capable of storing, encoding or carry-
ing a set of instructions for execution by a processor or that
cause a computer system to perform any one or more of the
methods or operations disclosed herein.

In a particular non-limiting, exemplary embodiment, the
computer-readable medium can include a solid-state memory
such as a memory card or other package that houses one or
more non-volatile read-only memories. Further, the com-
puter-readable medium can be a random access memory or
other volatile re-writable memory. Additionally, the com-
puter-readable medium can include a magneto-optical or
optical medium, such as a disk or tapes or other storage device
to capture carrier wave signals such as a signal communicated
over a transmission medium. Accordingly, the disclosure is
considered to include any one or more of a computer-readable
medium and other equivalents and successor media, in which
data or instructions may be stored.

In accordance with various embodiments, the methods
described herein may be implemented as one or more soft-
ware programs running on a computer processor. Dedicated
hardware implementations including, but not limited to,
application specific integrated circuits, programmable logic
arrays and other hardware devices can likewise be con-
structed to implement the methods described herein. Further-
more, alternative software implementations including, but
not limited to, distributed processing or component/object
distributed processing, parallel processing, or virtual
machine processing can also be constructed to implement the
methods described herein.

It should also be noted that software that implements the
disclosed methods may optionally be stored on a tangible
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storage medium, such as: a magnetic medium, such as a disk
or tape; a magneto-optical or optical medium, such as a disk;
or a solid state medium, such as a memory card or other
package that houses one or more read-only (non-volatile)
memories, random access memories, or other re-writable
(volatile) memories. The software may also utilize a signal
including computer instructions.

Although the present specification describes components
and functions that may be implemented in particular embodi-
ments with reference to particular standards and protocols,
the invention is not limited to such standards and protocols.
For example, standards for Internet and other packet switched
network transmission (e.g., TCP/IP, UDP/IP, HTML, HTTP,
MPEG, SMPTE, H.264, HDMI, wireless HDMI, wireless
HD, 802.11) represent examples of the state of the art. Such
standards are periodically superseded by faster or more effi-
cient equivalents having essentially the same functions.
Accordingly, replacement standards and protocols having the
same or similar functions as those disclosed herein are con-
sidered equivalents thereof.

The illustrations of the embodiments described herein are
intended to provide a general understanding of the structure
of the various embodiments. The illustrations are not
intended to serve as a complete description of all of the
elements and features of apparatus and systems that utilize
the structures or methods described herein. Many other
embodiments may be apparent to those of skill in the art upon
reviewing the disclosure. Other embodiments may be utilized
and derived from the disclosure, such that structural and
logical substitutions and changes may be made without
departing from the scope of the disclosure. Additionally, the
illustrations are merely representational and may not be
drawn to scale. Certain proportions within the illustrations
may be exaggerated, while other proportions may be mini-
mized. Accordingly, the disclosure and the figures are to be
regarded as illustrative rather than restrictive.

One or more embodiments of the disclosure may be
referred to herein, individually and/or collectively, by the
term “invention” merely for convenience and without intend-
ing to voluntarily limit the scope of this application to any
particular invention or inventive concept. Moreover, although
specific embodiments have been illustrated and described
herein, it should be appreciated that any subsequent arrange-
ment designed to achieve the same or similar purpose may be
substituted for the specific embodiments shown. This disclo-
sure is intended to cover any and all subsequent adaptations or
variations of various embodiments. Combinations of the
above embodiments, and other embodiments not specifically
described herein, will be apparent to those of skill in the art
upon reviewing the description.

In the foregoing Detailed Description, various features
may be grouped together or described in a single embodiment
for the purpose of streamlining the disclosure. This disclosure
is not to be interpreted as reflecting an intention that the
claimed embodiments require more features than are
expressly recited in each claim. Rather, as the following
claims reflect, inventive subject matter may be directed to less
than all of the features of any of the disclosed embodiments.
Thus, the following claims are incorporated into the Detailed
Description, with each claim standing on its own as defining
separately claimed subject matter.

The above-disclosed subject matter is to be considered
illustrative, and not restrictive, and the appended claims are
intended to cover all such modifications, enhancements, and
other embodiments, which fall within the scope of the present
disclosure. Thus, to the maximum extent allowed by law, the
scope of the disclosure is to be determined by the broadest
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permissible interpretation of the following claims and their
equivalents, and shall not be restricted or limited by the fore-
going detailed description.

What is claimed is:

1. A method comprising:

receiving, at an end-user media playback device, position-
ing data associated with a location of the end-user media
playback device, wherein the positioning data is
received from a global positioning system receiver inte-
grated into the end-user media playback device;

while reception of media content at the end-user media
playback device from a residential gateway is disabled,
making a determination, at the end-user media playback
device, whether the end-user media playback device is
authorized to receive the media content at the location;

when the determination indicates that the end-user media
playback device is authorized to receive the media con-
tent at the location, enabling reception of the media
content at the end-user media playback device via a
wireless transmission from the residential gateway; and

when the determination indicates that the end-user media

playback device is not authorized to receive the media

content at the location:

sending, from the end-user media playback device to the
residential gateway, a message indicating that the
end-user media playback device is not authorized to
receive the media content at the location; and

disabling reception of the media content from the resi-
dential gateway.

2. The method of claim 1, wherein the end-user media
playback device comprises a set-top box device.

3. The method of claim 2, further comprising sending, from
the set-top box device to a display device, a second message
indicating that the set-top box device is not authorized to
receive the media content at the location in response to the
determination indicating that the set-top box device is not
authorized to receive the media content at the location.

4. The method of claim 2, further comprising sending, from
the set-top box device to a display device, an option to pur-
chase an authorization to access the media content after the
determination indicates that the set-top box device is not
authorized to receive the media content at the location.

5. The method of claim 4, further comprising sending, from
the set-top box device, payment information to the residential
gateway to purchase the authorization to access the media
content in response to a selection of the option to purchase the
authorization to access by a user.

6. The method of claim 5, further comprising receiving, at
the set-top box device, the media content from the residential
gateway in response to sending the payment information.

7. A residential gateway comprising:

a receiver to wirelessly receive a device identifier of an
end-user media playback device from the end-user
media playback device and to wirelessly receive posi-
tioning data from the end-user media playback device,
wherein the end-user media playback device receives
the positioning data from a global positioning system
receiver coupled to the end-user media playback device,
and wherein the positioning data identifies a location of
the end-user media playback device;

an authorization module configured to determine whether
the end-user media playback device is authorized to
receive media content from the residential gateway
based on the device identifier and based on the position-
ing data; and
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a transmitter configured to:
wirelessly transmit the media content wirelessly to the
end-user media playback device in response to the
authorization module determining that the end-user
media playback device is authorized to receive the
media content; and
disable transmission of the media content to the end-user
media playback device in response to a message from
the end-user media playback device indicating that
the end-user media playback device is not authorized
to receive the media content.
8. The residential gateway of claim 7, further comprising
an internet protocol interface to receive the media content
from a media content server via an internet protocol network.
9. The residential gateway of claim 7, wherein the media
content is associated with a particular subscription type of a
plurality of subscription types, and wherein the authorization
module is configured to determine whether the end-user
media playback device is authorized to receive media content
further based on a subscription level associated with the end-
user media playback device.
10. The residential gateway of claim 7, wherein the trans-
mitter is further configured to transmit an offer to purchase an
authorization to receive the media content to the end-user
media playback device.
11. The residential gateway of claim 7, wherein the trans-
mitter is configured to transmit the media content wirelessly
via a wireless high definition multimedia interface protocol
transmission.
12. The residential gateway of claim 7, wherein the trans-
mitter is further configured to transmit the media content via
an Institute of Electrical and Electronics Engineers 802.11
protocol transmission.
13. An authorization server comprising:
a processor; and
a computer-readable storage device comprising instruc-
tions that, when executed by the processor, cause the
processor to perform operations including:
receiving positioning data sent from an end-user media
playback device, wherein the positioning data is
usable to identify a location of the end-user media
playback device;
determining whether the end-user media playback
device is authorized to access particular media con-
tent at the location based on a comparison of the
positioning data to account location data; and
sending, to a residential gateway, a message to cause the
end-user media playback device to disable reception
of' the particular media content by the end-user media
playback device in response to a determination that
the end-user media playback device is not authorized
to access the particular media content at the location.
14. The authorization server of claim 13, wherein the
operations further include:
receiving payment information from the end-user media
playback device via the residential gateway; and

creating an account record indicating that the end-user
media playback device is authorized to access the par-
ticular media content at the location.

15. The authorization server of claim 13, wherein the
operations further include sending a second message to the
residential gateway authorizing the residential gateway to
transmit the particular media content wirelessly to the end-
user media playback device in response to a determination
that the end-user media playback device is authorized to
access the particular media content at the location.
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16. The authorization server of claim 13, wherein deter-
mining whether the end-user media playback device is autho-
rized to access the particular media content at the location
includes:

identifying an account associated with the end-user media

playback device; and

comparing the location identified by the positioning data to

the account location data.

17. The method of claim 2, wherein making the determi-
nation comprises comparing the positioning data to account
location data stored at the set-top box device.

18. The residential gateway of claim 7, wherein the device
identifier includes a media access control address.

19. The authorization server of claim 13, wherein the
account location data is stored at the computer-readable stor-
age device.
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